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INFORMATION REGARDING THE PROCESSING OF PERSONAL DATA
(Art. 14.7 and 18.1 Federal Law of 27 July 2006 N 152-FZ ON PERSONAL DATA)

UHOOPMALIUA OB OBPABOTKE NEPCOHANDbHbIX AAHHbIX
(cT. 14.7 1 18.1 ®egepanvHoro 3akoHa ot 27 mrona 2006 r. N 152-03 O
MEPCOHA/IbHbIX 4AHHbIX)

To whom it may concern,

We provide certain information below which
needs to be brought to your attention, not only
in order to comply with our legal obligations,
but also because transparency and correctness
towards our customers is a fundamental part of
our business.

The Data Controller PALLADIO BNM LCC
and which is liable towards you with regard to
the correct use of your personal data and who
you may contact for any information or request
at the following addresses:

Data controller: PALLADIO BNM LCC

Headquarters: 249032 KALUGA REGION,
OBNINSK KIEVSKOE HIGHWAY 104

Contacts and contact details:

Lna cBefeHMs 3aMHTEpPEeCOBaHHbIX S1ML,

Mbl npenocTtaB/ideMm ornpepeneHHyto
l/IHCbOpMaLI,l/HO, KOTOpPad A0/HKHa 6bITb JoBefeHa
A0 Ballero ceeeHunsa He TONbKo O/19 TOro, UTobbl

COOTBETCTBOBATb HaLWMMm PUONYECKNM
obazaTtenbCcTBaMm, HO ] noToMYy, uTo
MpPOo3pa4vYHOCTb % crnpaBedIMBOCTb no
OTHOLUEHUIO K HalKUM  KIMeHTaM, aBngeTca
OCHOBOMONaratmoller cocTaBngaoller Hawero
6u3Heca

Onepatop MnepcoHanbHbIX OaHHbIX: OO0
NAJUJTIAANO BHM, koTopbin HeceT nepefn
BaMU  OTBETCTBEHHOCTb  3a npaBuibHOe
MCMOMb30BaHME BallMX MepCoHalbHbIX AaHHbIX
M C KOTOPbIM Bbl MOXeTe CBA3aTbcd [/
nonyyeHus nobon MHbopMauMM Mnu 3anpoca
Mo cneaylollmMM afpecam:

Onepatop MnepcoHanbHbIX OaHHbIX: OO0
nANAONO BHM

FonopHon  odwumc: 249032 KAJTYXXCKAH
OBJ1ACTb, r. OBHUMHCK, KWMEBCKOE
LLUOCCE, 104

KOHTaKTbl M KOHTaKTHasa l/lHd)OpMaLI,MS:IZ

Telephone -TenedoH

+7 (48439) 298 98

Email-2nekTpoHHbIM agpec

info@palladiogroup.com

Website-Beb-canT

www.palladiogroup.com

Data Protection Officer (DPO):
dpo@palladiogroup.com

CTapLIJI/Il7I cnedmanmcCt no 3alllTe OaHHbIX
(DPO): dpo@palladiogroup.com

Your personal data is collected and processed
for the purposes given below, together with the
legal basis of reference:

Bally nepcoHanbHble JaHHble cobupaloTca U
obpabaTbiBatoTca ONA chedylowmx Lenen co
CCbl/TKaMUM Ha NpaBoOBOe OCHOBaHMUeE:
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Processing: Sale of goods ‘

O6paboTtka: Mpopaxa ToBapoB

Purposes- Llenu

Data processed -
O6paboTaHHble
AaHHble

Legal basis - MpaBoBoe

OCHOBaHMe

Duration -
MpoAao/MKUTENIbHOCTb

Offers of goods -
MNpeanoXXeHns TOBApOB

Name, address, or
other elements of
personal identification;
Contact details
(telephone number,
email address, etc.) -
Nma, agpec nnm
apyrue anemMeHThbl
nepcoHanbHoOM
noeHTUPUKaLmu;
KOHTaKTHble JaHHble
(HoMmep TenedoHa,
2M1eKTPpOoHHaa noyTa 1
T.0.)

Pre-contractual, contract

MpenaoroBopHble
OTHOLLEHWS, JOroBOP

10 years from the year in
which the service is
provided -

10 net c roga

npenocrtaB/ieHNA yCryrm

Newsletters
(informational material
related to the products
purchased) -
MHbopMaLMOoHHbIe
6ronneTeHmn
(MHbOpPMaLMOHHBbIE
MaTepuanbl, CBA3aHHbIe
c NprobpeTeHHOMN
npoayKume)

Name, address, or
other elements of
personal identification;
contact details
(telephone number,
email address, etc.) -
Nmqa, agpec nnm
apyrue anemMeHThbl
nepcoHanbHOM
noeHTndmrKaLmm;
KoHTakTHble gaHHble
(Homep TenedoHa,
2NeKTPOoHHad moYTa M
T.0.)

The Controller's
legitimate interests in
promoting goods and
services —

3aKOHHbIE MHTEPECHI
OnepaTopa B

npoaBm>xeHmMm TOBapOB U

ycnyr

10 years from the year in
which the service is
provided — 10 neT c roga

rnpenocrtaB/ieHNA yCyrm

Categories of recipients: Your data will not be

sent to any third party.

KaTeropuu nonydvartenen: Bawun gaHHble He
OyayT nepegaHbl TPETbUM NTMLAM.

Processing: Customer Management

‘ O6pab6oTka: PaboTa ¢ KNMeHTamMm

Purposes- Llenu

Data processed -
O6paboTaHHbIe
OaHHble

Legal basis -

NpaBoBOe ocHOBaHUe

Duration -
Mpoao/MHKNTENbHOCTb

Customer management

PaboTa c KnMeHTamMm

Tax Code and other
personal identification
numbers; Name,
address, or other

Contract - orosop

10 years from the year in
which the last contract

is terminated —

10 neT oT roga, B
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elements of personal
identification; Contact
details (telephone
number, email
address, etc.) -
HanoroBbi1 HOMep K
apyrue nepcoHanbHble
MOeHTUPUKALMOHHbIE
HOMepa; MMs, agpec
UM Apyrue aneMeHThbl
nepcoHanbHoOM
MaeHTUPUKaLMK;
KOHTaKTHble AaHHble
(HoMmep TenedoHa,
SMEKTPOHHag noyTa u
T.0.)

KOTOPOM 6bin
PacTOPrHyT NocnegHuM

1OroBop

Categories of recipients: Your data may be
communicated to consultants and freelance
professionals in both singular and associated
form; Banks and credit institutions; Companies

and other firms.

CMeXHbIX obnacTen;

KaTteropuu nonyvartenen: Bally gaHHble MOTyT
OblTb NepefaHbl KOHCYbTaHTaM U BHELUTaTHbIM
COTPpYOHWKaM, B TOM 4uUcne cneuumanucrtam ums
6aHKaM U  KpedWUTHbIM
YUPEXKOEeHMAM; KOMMNaHUAM 1 APYTrUM GrpMam.

Processing: Reception

‘ O6pab6oTtka: NpuemMm

Purposes- Llenu

Data processed -
O6paboTaHHble
AaHHble

Legal basis -
NMpaBoBoOe OCHOBaHUe

Duration -
MpoaoMHKNTENbHOCTb

Monitoring people who
enter the company —
MOHUTOPUHT Ntoaew,
BXOASLLMX B KOMMAAHMUIO

Name, address, or
other elements of
personal identification;
Contact details
(telephone number,
email, etc.); Stated
profession —

Nma, agpec nnm
Apyrmne anemMeHTbl
rnepcoHanbHom
noeHTudmMKaumm;
KOHTaKTHble AaHHble
(HoMep TenedoHa,
2NEeKTPOHHAada no4Ta m
T.0.); yCTaHOB/IeHHas
npodeccus

The Controller's
legitimate interests -
3aKOHHblE MHTEPECHI
OnepaTopa

1 year from the year in
which the data is
acquired —

1 roq oT roaa, korga

noJslydYeHbl JaHHble.

Filtering telephone calls

dunbTPaumns

Name, address, or
other elements of
personal identification;

The Controller’s
legitimate interests —
3aKOHHble MHTepechI

1 year from the year in
which the data is

acquired —
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Te)'lerOHHbIX 3BOHKOB

Contact details
(telephone number,
email, etc.); stated
profession —

M4, agpec nnu
ApYyrme aeMeHTbl
rnepcoHanbHom
noeHTUGMKaumm;
KOHTaKTHble JaHHble
(HoMep TenedoHa,
3/1EKTPOHHAas NoYyTa U
T.0.); yCTaHOBNEHHas

npodeccus

Onepatopa

1 rog oT roga, Koraa

MoJlydeHbl OaHHblEe.

Categories of recipients: Your data will not be

sent to any third party

KaTeropuu nonydvatenen: Bawn gaHHble He
OyayT nepenaHbl TPETbUM NTMLEAM

Processing: Accounting

\ O6paboTka: Byxrantepckum yyer

Purposes- Llenu

Data processed -
O6paboTaHHble
AaHHble

Legal basis -
NMpaBoBOe OCHOBaHMe

Duration -
MpoaoMHKNTENbHOCTDb

Keeping accounting
records —

BeneHune
ByxranTepCcKoro y4eTta

Tax Code and other
personal identification
numbers; Name,
address, or other
elements of personal
identification; data on
economic, sales,
financial, and
insurance activities —
Hanoroebi HoOMep w1
Apyrue nepcoHanbHble
MOeHTUPUKaLMOHHbIE
HOoMepa; MMS, agpec
UK opyrve snemMeHTbl
nepcoHanbHOM
noeHTUPUKaLmm;
JaHHble 06
XO3AMCTBEHHOMN,
npoaaXKHon,
PUHaHCOBOM U
CTpaxoBou
OeaTelbHOCTU

Legal obligation —
Kopunonyeckme
obda3aTtenbCcTBa

10 years from the
accounting year —

10 net oT GMHaAHCOBOIro
roaa

Tax compliance -
CobniogeHue
Ha/IoroBoro

Tax Code and other
personal identification
numbers; Name,

Legal obligation —
KOopumondeckume
0b6H3aTEeNbCTBA

10 years from the
accounting year —

10 net oT GMHaAHCOBOIro
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3aKoHOOAaTENbCTBA address, or other
elements of personal
identification; data on
economic, sales,
financial, and
insurance activities —
Hanoroebl HoMep w1
Apyrue nepcoHanbHble
MoeHTNPUKaLuMOHHbIE
HoMepa; MM, agpec
NN opyrme afnieMeHTbl

roga

nepcoHabHOM

naeHTUPUKaLMKM;

OaHHble 06

XO3AMCTBEHHOMN,

npoaaKHon,

dUHaHCOBOM U

CTpaxoBoW

0eaTenbHOCTH
Categories of recipients: Your data may be | KaTeropmu nonyuyatenen: Balin gaHHble MOTYT
communicated to consultants and/or freelance | 6biTb nepenaHbl KOHCYNbTaHTaMm n/mnu
professionals in both singular and associated | BHewWTaTHBIM  COTPYAHWMKaM, B TOM  4uUChie
form crneumanmcTaM U3 CMexXkHbIx obnacren

Processing: Invoicing and Transport O6paboTka: BbinucKka MHBOMCOB U
Documents TPAHCMNOPTHOM AOKYMEHTaunm
Data processed - . Duration -
Legal basis - NpaBoBoe
Purposes- Llenu O6paboTaHHbIe Mpoao/MKUTENTIbHOCTb

AaHHbIe

OCHOBaHue

Name, address, or
other elements of
personal identification
Shipping goods - -
OTrpy3ska ToBapoB Nma, agpec nnum
Apyrve a1eMeHTbl
rnepcoHanbHom

noeHTndMKaumMm

Contract - orosop

10 years from the year in
which the service is
provided -

10 netT ¢ MOMeHTa
npenocTaBeHns
yCnyrm

Categories of recipients: Your data will not be
sent to any third party

Kateropun nony4varenemn:
6ynyT nepepaHbl TPETbUM NLAM

Bawwum paHHble He

Processing: Management Control \

O6paboTka: ADMUHUCTPATUBHDbIN KOHTPOIb

Data processed -

P -
urposes- Lienu O6pa6oTaHHble

Legal basis - Duration -
NpaBoBoe ocHoBaHuUe [MpPpoAOC/HKUTENNIbHOCTb
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AaHHbIe

Tax Code and other
personal identification
numbers; name,
address, or other
elements of personal
identification; data on
economic, sales,
financial, and
insurance activities;

work (current The Controller’s
occupation, prior, legitimate interests in
curriculum vitae, etc.); -|analytically verifying 10 years from the year in

Internal corporate
management control -
BHyTpeHHUI
KOPMNOopaTUBHbIA
aAMUHUCTPATMBHbIN
KOHTPO/Mb

HanoroBbin HOMep 1 | proper corporate
Opyrve nepcoHanbHble| management -
MOEHTUPUMKALMOHHBIE |3aKOHHbIE MHTepecH
HOMEpPa; MK, agpec OnepaTopa B 10 neT c MomMeHTa
UNW OpYyrue snNeMeHTbl [aHaNUTUUYEeCKomn npefocTaBlieHns
nepcoHanbHom npoBepKe Hagexallero |YCyrv
MaeHTUGUKaLMK; KOPMOPaTUBHOIO
JaHHble 06 ynpaBfieHusa
XO39MCTBEHHOMN,
TOpProBomn,
dUHaHCcoOBOM M
CTPaxoBOM
neaTtenbHocTn; paboTte
(HbIHEeLWHAS
npodeccus,
npeapblayLas,
6unorpadma 1 T.40.);

which the service is

provided -

Categories of recipients: Your data will not be | KaTeropun nony4yatenem: Baliy gaHHble He

sent to any third party 6yayT nepenaHbl TPEeTbUM NnLIaM
Processing: Quality Control ‘ O6paboTka: KOHTpOb KauecTBa
Data processed - . Duration -
Legal basis -
Purposes- Llenu O6paboTaHHble MpoaonmKnTenbHOCTb
npaBOBoe OCHOBaHUue
AaHHbIe
Tax Code and other The Controller's _
personal identification |[legitimate interests in 10 years from the year in
Checking the quality of |numbers; Name, checking the quality of  Wwhich the service is
goods - address, or other the goods supplied - provided —
MpoBepka Ka4yecTBa elements of personal |3aKoHHbIe MHTepeCHI N0 e © MOMELTE
TOBapOB identification; Product |OnepaTtopa B NpoBepKe npenocTaBneHus
quality certificates - KauecTBa MOCTaBNCHHBIX |y oy
HanoroBblM HOMep 1 [ToBapoB
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Apyrme nepcoHanbHble
MOEHTUPUMKALMOHHbIE
HOMepPa; M4, agpec
UNM ARyrme afeMeHThb
nepcoHanbHowm
MoeHTUGUMKaLMK;
cepTMdumKaTbl
KayecTBa NPOOyKLIMM

Categories of recipients: Your data may be
communicated to consultants and/or freelance
professionals in both singular and associated
form, companies and other firms

KaTteropuu nony4yarenen: Balluuy gaHHble MOTYT
6bITb MNepefaHbl KOHCYNbTaHTaM U/Wn
BHELUTATHbIM COTPYAHWMKAM, B TOM YnC/ie
crneumanmcTaM U3 CMexKHbIx obnacTten,
KOMMaHWAM W OPpYTUM drpMaMm

Processing: Customer Service

\ O6paboTka: Cny»X6a noaaep)XKU KIIMEHTOB

Purposes- Llenu

Data processed -
O6paboTaHHble
AaHHble

Legal basis -
NMpaBoBOe OCHOBaHMe

Duration -
MpoAao/MKUTENTIbHOCTDb

Measuring customer
satisfaction -
OnpeneneHune
YOOBNETBOPEHMA
3anpocoB noTpebutenda

Name, address, or
other elements of
personal identification;
Tax Code and other
personal identification
numbers; behaviour
data, user profiles,
consumer profiles, etc,
contact details
(telephone number,
email, etc)) —

Nma, agpec nnm
apyrue anemMeHThbl
nepcoHanbHOM
noeHTndmrKaLmm;
Ha/IOroBbIM HOMEpP U
Apyrue nepcoHanbHble
NOeHTUPUKALMOHHbIE
HOMepa;
XapaKTepUCTMKa
nopegeHuMd, Npodunm
nonb3oBaTenemn,
npodunnm
notpeburtenen n T.4.,
KOHTaKTHble JaHHble
(HoMmep TenedoHa,
2M1EeKTPOoHHaa noYTa U

Contract - loroBop

10 years from the year in
which the last contract
is terminated —

10 net oT roga, B
KOTOPOM 6bi/1
PaCTOPrHYT MNocAegHnM
Joroeop
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T.0.)

Customer support —
MNoooep)ka KNMeHTOB

Name, address, or
other elements of
personal identification;
Tax Code and other
personal identification
numbers; behaviour
data, user profiles,
consumer profiles, etc,;
contact details
(telephone number,
email, etc. -

Nma, agpec nnm
apyrue anemMeHThbl
nepcoHanbHOM
noeHTndmKaLmm;
Ha/IOroBbIM HOMEpP U
Apyrue nepcoHanbHble
NMOeHTUPUKaALUMOHHbIE
HOMepPa;
XapaKTepUucTmKa
nopegeHud, Nnpodunm
nonb3oBaTenemn,
npodunnm
notpebutenem u T.4.
KOHTaKTHble JaHHbIE
(Homep TenedoHa,
2MNeKTPOoHHaa moyTa 1
T.0.)

Contract - loroBop

10 years from the year in
which the last contract
is terminated —

10 net oT roga, B
KOTOPOM 6bIN
pPacTOprHyT NoceaHnNn
Joroesop

Recipients: Your data will not be sent to any | MoayyaTenu: Baww gOadHHble He  6yayT
third party. nepefaHbl TPETbUM NULLaMm
Processing: Marketing ‘ O6paboTka: MapKeTUHTI
Data processed - . Duration -
Legal basis -
Purposes- Llenu O6pab6oTaHHble Mpoao/MKUTENTIbHOCTb

AaHHbIe

NpaBoBoOe ocHOBaHUe

Market research and
analysis —
NccnepgoBaHMe 1 aHanms
pPbIHKa

Tax Code and other
personal identification
numbers; name,
address, or other
elements of personal
identification; data on
economic, sales,
financial, and
insurance activities;

Consent - Cornacue

Until consent is revoked.
Data will be stored for 10
years from the year in
which consent is
revoked -

lNoka He 6yneT
OTO3BaHO cornacue.

OaHHble 6yoyT
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contact details
(telephone number,
email, etc) -
HanoroBsii HOMep r
Apyrve nepcoHanbHble
MOEHTUPUMKAUMOHHbIE
HOMepPa; M4, agpec
UNM ARyrme afeMeHThbI
nepcoHanbHom
noeHTndUMKalmm
JaHHble 06
XO39MCTBEHHOMN,
TOpProBow,
PUHaAHCOBOM U
CTpaxoBou
0EATENBHOCTW;
KOHTaKTHbIe JaHHbIe
(HoMep TenedoHa,
2/1EeKTPOHHasa Mo4yTa U
T.0.)

XpPaHUTbCH B TedeHue 10
JIeT C MOMEHTa OT3bIBa
cormacus.

Sending informational
material and/or
advertisements,
including by telephone
or the internet, relating
to the Company's
business -

OTnpaBkKa
MHDOPMaLMOHHbIX
MaTepuanos u/mnu
PEeKIaMHbIX
06bABMNEH MM, CBA3AHHbIX
C 0eATENbHOCTbLIO
KomMmaHum, B TOM 4ymncne
no TenedoHy nnm Yyepes
NHTepHeT

Tax Code and other
personal identification
numbers; name,
address, or other
elements of personal
identification; data on
economic, sales,
financial, and
insurance activities;
contact details
(telephone number,
email, etc)) -
HanoroBbil HoMep U1
Apyrue nepcoHanbHble
MoeHTOMKaLUMOHHbIE
HoMepa; MMg, agpec
N opyrue afieMeHTbl
rnepcoHanbHom
noeHTudUMKaumm;
JaHHble O
XO39MCTBEHHOMN,
ToproBom,
dUHaHCcOoBOM U
CTPaxoBOM
0eaTeNbHOCTH;
KOHTaKTHble daHHble
(HoMep TenedoHa,

Consent - Cornacue

Until consent is revoked.
Data will be stored for 10
lvears from the year in
which consent is
revoked -

Noka He 6yaeT O0TO3BaHO
cornacue. JaHHble
OYOYyT XpaHUTbLCA B
TeyeHne 10 net ¢
MOMEHTa OT3bIBa

cornacumg.
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2M1EeKTPOoHHasa noyTa u
T.0.)

Recipients: data will not be disclosed.

Monyyatenu: gaHHble He 6yOyT PACKPbLITHI.

*

*Duration: In addition to the time needed for
the prescribed terms to expire in relation to
each party’s rights.

CHANGES TO THIS PRIVACY POLICY
The Controller reserves the right to make
changes to this privacy policy at any moment
and data subjects will be notified. In the event
that a data subject does not accept the
changes made to this privacy policy, he/she
may ask the Controller to delete his/her
Personal Data.

Unless specified otherwise.

*

In addition to this information, in order to
ensure that your data is processed in the
most correct, most transparent way
possible, you should be aware that:

e Except for consent-based purposes,
supplying your data is a necessary
requirement, otherwise providing the
goods or service requested will not be
possible;

e you have the right to ask the Controller
for access to your personal data and to
have this data rectified or erased. You
also have the right to restrict
processing of the data that concerns
you and to object to your data being
processed;

e if you have provided your consent for
one or more specific purposes, you
have the right to revoke such consent
at any time;

e you have the right to lodge a complaint
with a Supervisory Authority.

*

* MpoRo/MKUTENbHOCTb: B AoNoONHeHue K
BpeMeHMn, H906XO.IZIMMOMy ana nctevyeHunsa
npeaAnMCaHHbIX CPOKOB B OTHOLUEHUU NpaB
Ka)kOoou uns CTOPOH.

U3MEHEHUA B NOJIUTUKE

KOHOUOEHUUNAJTIBHOCTU
OnepaTop coxpaHaeT 3a cobol Npaeo B noboe
BpeMs BHOCUTb M3MEHEHMUSA B AaHHYIO MONMMTUKY
KOHPUAEHLMANBbHOCTH c yBeOoMeHneM
cy6beKToB [fdaHHbIX. B cnydae, ecnm cyObekT
JaHHbIX He corflaceH ¢ M3MeHeHUdaMU,
BHECEHHbIMM B HaCTOSALLYO MONMNTUKY
KOHPUOEHUMANBbHOCT, OH MOXeT MOoMpoCKTb
OnepaTopa yOanutb ero [lepcoHanbHble
JaHHble.
Ecnu He yKa3aHo 1Hoe.

*

B gononHeHue K 3ToM UHbopMaLUKM, UTObBbI
rapaHTUpPoOBaThb, yTo BaLLK JaHHble
obpabaTbiBatOTCH MaKCMManbHO
NPoO3payYyHbiM U KOPPEKTHbIM 06pa3oM, Bbl
JO/MKHbI 3HATb, YTO:

e 33 MCK/TIOUYEHUEM Liefieln, OCHOBaHHbIX Ha
cornacum, npenocTaBieHne BaLLMX
OaHHbIX aBndeTcs HeobxoaMMbIM
TpeboBaHMeM, B TMPOTMBHOM chy4ae
npegocTaBneHune 3anpoLUeHHbIX
TOBapOB UMK yCNyr 6yaeT HEBO3MOMXHO;

e Bbl WMeeTe MpaBo 3aMpocUTb Yy
OnepaTtopa AOCTyn K BaLLUM
nepcoHalnbHbIM OaHHbIM U WUCMPAaBUTb
MNM yoannTb 3TW JaHHble. Bbl Takke
MMeeTe MpaBo OrpaHUUYUTbL 0BpaboTKy
JaHHbIX, KOTOpble Bac KacakTcd, M
BO3pPa3nTb MPOTUB 0O6PaboOTKM BaLLUUX
OaHHbIX;

e eCNiM Bbl 4anu cBoe corjlacue ang ogHomn
NN HECKOJbKMX KOHKPETHbIX Liefel, Bbl
MMeeTe NpaeBo B toboe BpemMsa OTo3BaTb
Takoe cornacue;

e Bbl MMeeTe MpPaBO ModaTb »anoby B
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e data will be processed with automated
semi-automated and manual means;

HaO30pPHbIN opraH.

, e [aHHblE oyayT obpabaTbiBaThCH
aBTOMaTU3UPOBAHHbLIMU,
rnofyaBToMaTUYECKMMM U PyYHbIMU
cpencTBaMy;

Obninsk, 12/04/2021 - r. O6HUHCcK, 12/04/2021
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